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Goals (today)

(1) feedback: protocols & proofs

(2) suggestion: implementation



Background

shared ledger in distributed system
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Background (2)

shared ledger in distributed system

blockchain



Motivation: Consensus

pay A

pay B
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credits: flat [CC], pizza by Pogrebnoj-Alexandroff [CC BY 2.5]



Challenges

a/synchronous

fail-stop: FLP [Fischer et al, 1985]

fail-arbitrary/
Byzantine [Lamport et al, 1982]



History

[Lamport et al, 1982] Byzantine

[Fischer et al, 1985] FLP

[Castro et al, 1999] PBFT

[Nakamoto, 2000] Bitcoin

[now] 50+ consensus



Blockmania [Danezis et al, 2018]

consensus protocol for

1 block graph 2 interpret--
don't execute

~ PBFT [Castro et al, 1999]



Blockmania QED.

Goal 2: show Blockmania correct

* safety:agreement,non-trivality,
integrity

* liveness: termination

Goal 3: deconstruct Blockmania

✓



Blockmania QED.

Goal 1: Blockmania formalize

* block graph

* pseudo-code



Block Graph
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Joint Block Graph



Block Graph ~ DAG

server id: s1
seq nr: 2
preds: [ref(B1), ref(B2)]

with B.parent = B1
sign: σ
rqst: [tx1 ... txm]
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...and all blocks are valid.
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Valid Block

"s considers B valid"

(1) s verifies B.σ

(2) either B.k = 0
or B.parent.k = B.k-1

(3) s considers all Bi in B.preds valid
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0 1

s2 B2

B1 B



Joint Block Graph

Lemma.
correct s receives & considers valid
⇒
every correct server will eventually
receive

B
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s builds B'

s

B'



s receives & considers valid

s inserts ref( ) to B'B

B

( )



s broadcast with ref( )B' B



creator of isB

s' asks s for B



Future Work

? ad-hoc⇒ framework



Joint Block Graph



Interpret--Don't Execute! 2

= Bracha Broadcast [Bracha et al, 1985]

if deterministic

ECHO B
READY B



Interpret
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Interpret

s1

s2

B

ECHO B2

B2
ECHO B2

ECHO B2



Endgoal

For executing holds P⇒
for interpreting holds P.



Implementation

G

I(I( )

discrete event/network simulators
protocol

?



Thank you!

(1) feedback: protocols & proofs

(2) suggestion: implementation

ad-hoc⇒ framework?

discrete event/network simulators
protocol

?
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